
Prisma by Palo Alto Networks | Prisma SD-WAN Instant-On Network (ION) Device Specifications | Datasheet 1

Prisma SD-WAN 
Instant-On Network (ION) 
Device Specifications 
The Prisma® SD-WAN Instant-On Network (ION) models of hardware and software 
devices enable the integration of a diverse set of wide area network (WAN) 
connection types, improve application performance and visibility, enhance security 
and compliance, and reduce the overall cost and complexity of your WAN. Built 
with the intent to reduce remote infrastructure, Prisma SD-WAN enables the cloud-
delivered branch.
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Enterprises have traditionally deployed multiprotocol label switching (MPLS) networks, using 
hardwarerouterstoconnectbranchofficestocentralizeddatacenters.Withcloudadoptiononthe
rise,enduserapplicationslikevideoconferencingandofficeproductivitysolutionsareincreas-
inglydeliveredascloudservices.LegacyWANarchitectureshavedebilitatinglimitationswhen
organizationsattempttomigratetothecloudorutilizecommodityinternetconnectionsintheir
branchoffices.
ForSD-WAN,youneedanetworkingsolutionthat:
• Steerstrafficanddefinesnetworkingandsecuritypoliciesfromanapplication-centricperspective
ratherthanapacket-basedone.

• MinimizesmanualoperationsandenablesagileDevOpsdeploymentsviaAPIintegrations.
• Supports cloud-delivered branch architecture by enabling all branch infrastructure, such as  
networkingandsecurity,tobedeliveredfromthecloud.

Benefits 
PrismaSD-WANIONdevicesoffer:
• Seamless integration with third-party services using CloudBlades:Automatedeploymentsof
third-partyentities,simplifyingsecurity,operations,collaboration,andmulticloudconnectivity.

• Zero-touch provisioning and deployment:Gaintheadvantageofautomaticconfigurationanddevice
claiming.

• Instant visibility into application performance: Understand how applications are performing and 
identifytherootcauseofappperformanceissues.

• Cloud and SaaS application deployment confidence: Meet the required performance and availability 
demands,includingremoteofficeWANhighavailability,bandwidth,consistentlatency,anddynamic
pathselection.

Features 
Alongsidethesebenefits,takeadvantageof:
• Integrated 5G: PrismaSD-WANisexpandingitslightweightapplianceportfoliotoincludetheION
1200withintegrated5G.Withthisnewappliance,organizationscanensureoptimaluptimewith
5GleveragedasabackupWANtransportforbusiness-criticalapplications.Inaddition,businesses
withATM/kiosksthatrequirecellularastheirprimaryWANcansimplydeploythisapplianceand
guaranteeuptimeandproductivity.

• Advanced AIOps capabilities:PrismaSD-WANAIOpscapabilitiesproviderichtelemetryofnet-
work insights, allowing admins to perform granular trend analysis and create unique network 
conditionsthatcanautomatetediousmanualtasks.AIOpsinPrismaSD-WANcanimmediately
identifyacommonparenteventamongalleventalarms.Itwillalsobeusedforfaultanalyticsca-
pabilitiesandautomatedstatisticalanalysis.Inadditiontoeventcorrelationandanalysis,admins
cangaingreatercontrolovereventswithautomaticprioritization,allowingthemtoeasilypin-
pointissuesandreducetimetoresolution.

• Autonomous Digital Experience Management (ADEM):PaloAltoNetworksPrismaSASEwith
ADEMcapabilitiesnowextendstobothmobileusersandbranchusers,allowingorganizations
togainend-to-endvisibilityandsegment-wiseinsightsacrosstheentireSASEservicedelivery
pathregardlessofwheretheirusersarelocated.ADEMonPrismaSD-WANcanhelpensurethe
bestdigitalexperienceforbranchesbyprovidingobservabilityinthecloudandacrossmultiple
WANpaths.

• CloudBlades: TheCloudBladesplatformenablestheseamlessintegrationofbranchservicesinto
theSASEfabricwithoutneedingtoupdateyourbranchappliancesorcontrollers,eliminating
servicedisruptionsandcomplexity.ThisAPI-basedintegrationofthebranchCPEprovidesa
centralizedplatformforprogrammingaswellasanapp-flowengineattheCPE,accesstoPrisma
SD-WANtelemetry,andsecureauthenticatedAPIaccesstoPrismaSD-WANCPEandsystems. 
Asaresult,businessescaneasilyenablethecloud-deliveredbranchandsimplifymanagement
andoperations.
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• Zone-based firewall: PrismaSD-WANIONdevicesincludeanapplication-based,zone-basedfire-
wall(ZBFW)configuredusingthesametop-down,application-centricpoliciesusedforperfor-
manceandpathselection,ensuringcomplianceacrossdifferentnetworkcircuitsandinterfaces.
OurZBFWisalightweightsecuritysolutionusedforsecuringtheWANperimeterandsegmenting
trafficwithinabranchsite.Further,IONdevicescanbeconfiguredtouseon-premisessecurity
devicesorexternal,hostedsecurityservicestoprovidefurthersecurityforremoteoffices.

• Deep SD-WAN analysis license: PrismaSD-WANprovidesunparalleled,actionableinsightsintothe
healthandperformanceofyourWANapplicationandlinkstohelpwithnetworkplanning,problem
resolution,andanalytics.Withinstantvisibilityintoapplicationperformance,youcanbetterunder-
standyournetworkhealthandusagetodeterminemoreeffectivepolicydecisionsonyournetwork.
• ADEM license:Organizationscanleveragerealandsynthetictrafficanalysisforbothuserend-
pointsandIoTdevicestoeasilypinpointissues.

• Prisma SD-WAN DVR license:Withthisoptionallicense,youcanretainandaccessupto90daysof
statistics,policy,configuration,alarms,andalerts.NetworkDVRislicensedperIONdevice.

• Prisma SD-WAN report license:Withthisoptionallicense,youhaveaccesstoautogeneratedand
downloadable reports, giving network operators insight across various dimensions of their entire 
PrismaSD-WANfabric.Forexample,utilizationtrendsandhotspotstohelpcustomersdetermine
ifyouneedtodocircuitupgradesorsimplyadjustyourpolicies.

• High availability (HA):IONdevicesfeaturetheindustry’sonlyHAdeploymentmodelthatcansurvive
adevicefailureandstillpreserve100%ofWANcapacityatabranchsite.

Modes of Operation 
Allaspectsofconfiguration,management,andmonitoringofIONhardwareandsoftwaredevicesare
performedfromthemultitenantPrismaSD-WANcloudmanagementportal,eliminatingtheneedto
individuallyconfiguredevicesateachlocation.Noadditionalserversorstoragearerequired.
Managedthroughthecentralcloudcontroller,IONdevicesincludetwomodesofoperation.In
analytics mode, the solution provides end-to-end visibility and analytics of your applications and 
networks,operatingindependentlyofthefullsuiteofPrismaSD-WANcapabilities.IONdevicesare
deployedinthenetworkattheWANedgeandautomaticallybeginexaminingapplicationdataonthe
networktoidentifytheapplicationandmeasureseveralkeyperformanceindicatorsofeachsession.
StatisticsfromyournetworkarestoredsecurelyinthePrismaSD-WANcloudmanagementportal,
whichcanbeusedtoconfigureIONdevices,defineapplicationsandsites,andmonitorend-to-end
applicationperformanceandavailability.
Incontrolmode,PrismaSD-WANbuildsonthevisibilityandanalyticsfoundationsetbyanalytics
modeandallowstheIONdevicestobeginintelligentlytakingactionbasedonpolicyforperfor-
mance,compliance,andsecurity.Routingfunctions,includingpathselection,prioritization,and
security,canbeintegratedintotheIONdevicetoreducetheamountofhardwareandoperational
expensesassociatedwitheachremoteoffice.

Software Subscriptions 
PrismaSD-WANislicensedasabranchbybandwidthorwithunlimitedbandwidthfordatacenter
deployments.AsoftwaresubscriptionmustbeselectedforeachIONdevicedeployed.Optionsfor
softwaresubscriptionsinclude25Mbps,50Mbps,150Mbps,250Mbps,500Mbps,1Gbps,2.5Gbps,and
datacenter.
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Hardware Model Specifications
PrismaSD-WANIONdevicescomeinbothhardwareandsoftwareformfactorstomeettheneedsofanylocationanddeployment
scenario.AllIONdevicesarebuiltwithFIPS140-2asasecuritybaseline.Encryptionkeysarespecifictoeachcustomeranddevice,
andtheyarerotatedfrequently,ensuringcompliancemandatesaremet.

Table 1: Hardware Models
ION 1000 ION 1200 ION 1200 5G ION 2000 ION 3000 ION 7000 ION 9000

Use case Small remote 
office

Enterprise 
small branch

Enterprise 
small branch, 
ATM/Kiosks

Small remote 
office Remoteoffice

Large remote 
officedata
center

Multi-gigabit 
remoteoffice
data center and 
large campus

Controller 
ports N/A N/A N/A 10/100/1000

RJ45(1)
10/100/1000
RJ45(2)

10/100/1000
RJ45(2)

10/100/1000
RJ45(2)

WAN/LAN/  
internet ports

10/100/1000
RJ45(4)

10/100/1000
RJ45(4)

10/100/1000
RJ45(4)

10/100/1000
RJ45(5)

10/100/1000
RJ45*(upto
12)

10 GE SFP+ (6) 
10/100/1000
RJ45(8)

10GESFP+(8)
10/100/1000
RJ45(8)

Bypass pairs N/A N/A N/A 1 pair–ports 
4/5

6 pairs–all 
ports†

2 pairs–ports 
5/6and7/8

4pairs–ports
1/2,3/4,5/6,
and7/8

Throughput‡ Up to 100Mbps 250Mbps 250Mbps Up to 250Mbps Up to 500Mbps Up to 5Gbps Up to 15Gbps

Power and  
mechanical

36Wpower
adapter(AC)
100-240V,
50-60Hz
 
Fanless

25Wpower
adapter(AC)
100-240V, 
50-60Hz

Fanless

40Wpower
adapter(AC)
100-240V, 
50-60Hz

Fanless

60Wpower
adapter(AC)
100-240V,
50-60Hz

Fanless

1PSU150W
(AC)
100-240V,50-
60Hz

Smart fan

1+1 redundant  
PSU650W(AC), 
90-264V,
47-63Hz

Hotswappable
fans(4)

1+1Hot
 swappable 
redundant PSU 
450W(AC),
100-240V,
50-60Hz

Hotswappable
fans(4)

Certifications
IEC60950-1,
cULus,FCC&
CEClassA

IEC62368-1, 
cTUVus,FCC,
CEB,RoHS

IEC62368-1, 
cTUVus,FCC,CE
B,RoHS

IEC60950-1,
cULus,FCC&
CEClassB,BIS,
CCC,KCC

IEC60950-1,
cULus,FCC&
CEClassA,BIS,
CCC,KCC

IEC60950-1,
cULus,FCC&
CEClassA,
BIS,CCC,KCC

IEC60950-1,
cULus,FCC&
CEClassA

Operating  
temperature

32°Fto104°F
(0°Cto40°C)

32ºFto104ºF
3000maltitude
(0ºCto40ºC)

32ºFto104ºF
3000maltitude
(0ºCto40ºC)

32°Fto104°F
(0°Cto40°C)

32°Fto104°F
(0°Cto40°C)

32°Fto104°F
(0°Cto40°C)

32°Fto104°F
(0°Cto40°C)

ION 1000 ION 2000

ION 3000 ION 9000ION 7000

*ION3000portscanbeconfiguredasdiscreteportsorasfail-to-wirepairs.

†AllIONshaveanAUXport,whichyoucanconnectatabaudrateof115200forout-of-bandmanagement.

‡Encryptedthroughputismeasuredwith1400bytepackets.

ION 1200 ION 1200 5G
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Table 3: Software Models for Remote Offices
ION 3102V ION 3104V ION 3108V

Platforms ESXi,HyperV,KVM ESXi,HyperV,KVM ESXi,HyperV,KVM

Throughput Up to 100Mbps Up to 200Mbps Upto350Mbps

vCPU 2 4 8

RAM (GB) 8 8 8

Disk (GB) 40 40 40

Table 4: Software Models for Data Centers
ION 7108V

Platforms ESXi,HyperV,KVM,Azure,AWS,GCP

Throughput Upto3Gbps

vCPU 8

RAM (GB) 32

Disk (GB) 100

Table 1: Hardware Models (continued)
ION 1000 ION 1200 ION 1200 5G  ION 2000 ION 3000 ION 7000 ION 9000

Storage  
temperature

-4°Fto158°F
(-20°Cto70°C)

-4ºFto158ºF 
(-20ºCto70ºC)

-4ºFto158ºF
(-20ºCto70ºC)

-4°Fto158°F
(-20°Cto70°C)

-4°Fto158°F
(-20°Cto70°C)

-4°Fto158°F
(-20°Cto70°C)

-4°Fto158°F
(-20°Cto70°C)

Operating  
humidity 
(non- 
condensing)

5%to90% 10to90% 10to90% 5%to90% 5%to90% 5%to90% 5%to90%

Storage 
 humidity  
(non- 
condensing)

5%to95% 10to90% 10to90% 5%to95% 5%to95% 5%to95% 5%to95%

Dimensions 
(LxWxH in 
inches)

7.28”x5.39”x
1.73”

6.42”x9.53”x
1.73”

6.42”x9.53”x
1.73”

5.73”x6.97”x
1.73”

16.81”x11.89”x
1.72”

21.45”x17.16”
x1.72”

17.2”x19.69”x
1.73”

Weight 2.2lbs.(1kg.) 3.69lbs.(1.6kg.) 3.75lbs.(1.7kg.) 2.64lbs.(1.2kg.) 8.8lbs.(4kg.) 28.6lbs.(13kg.) 18.6lbs.(8.45kg.)

Table 2: Software Models for Remote Offices
ION 1200 Model Suppored RF bands

ION 1200-C-NA LTE:B2,B4,B5,B7,B12,B13,B14,B25,B26,B41,B42,B43,B48,B66,B71

ION 1200-C-ROW LTE:B1,B3,B7,B8,B20,B2,B32,B38,B40,B41,B42,B43

ION 1200-C-5G-WW 
LTE:B1,B2,B3,B5,B7,B8,B12,B13,B14,B17,B18,B19,B20,B25,B26,B28,B29,B30,B32,B34,B38,B39,
B40,B41,B42,B46,B48,B66,B71
5GSub-6NR:n1,n2,n3,n5,n28,n41,n66,n71,n77,n78,n79


