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Compromise Assessment

Find Hidden Indicators of Compromise and
Strengthen Your Defenses

Identify hidden threats lurking across your environment to
answer the question: “Am I compromised?” When you under- Benefits
take a compromise assessment with Unit 42, we will proac-
tively search for historical and ongoing indicators of com-
promise to discover if, how, and why previously undetected « Gain visibility and improve your defenses
malicious activity is occurring so that you can respond before
further damage occurs. Collection and analysis of data at this
scale enables a deep dive into impacted systems, revealing
who may be hiding in your environment so you can better
defend your organization. We’ll use a threat-informed approach for this analysis, taking full advantage of
extensive telemetry data gathered by Cortex XDR from Palo Alto Networks’ customers worldwide, as well
as the unique insights and threat intelligence from Unit 42 experts that can only be gained by working
over 1,000 matters per year.

We’ll partner with you to collect the right data and search for precise indicators to uncover the most
dangerous and unknown threats and exploited vulnerabilities across your infrastructure. You will also
uncover nonmalicious activity that increases cybersecurity risk but ordinarily slips under the radar, such
as local administrator accounts, potentially exposed credentials, and suspected shared or default ac-
counts. With this knowledge, you will gain recommendations that are prioritized and aligned with your
overall security strategy. Recommendations will be prioritized by criticality and level of difficulty, to help
organize your remediation efforts. Unit 42 delivers a holistic view of your attack surface and helps you
understand how to limit your exposure so you can achieve peace of mind.

» Identify red flags of potential compromise

- Detect and mitigate hidden cybersecurity threats
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confext Successfully deploy Leverage Cortex XDR to Identify indicators of ) !
Obtain an understanding of Cortex XDR, with collect data artifacts unauthorized access, data Receive a detailed report
your procedures, tools, and recommended endpoint around user actions, exfiltration, lateral from Unit 42 experts
capabilities through a pre- coverage of at least 90%, services, software, and movement, malicious file highlighting risks and
engagement survey. as Unit 42 coordinates configurations. execution, and vulnerabilities, with

with your team. persistence. recommendations for

improvement.

Figure 1: Methodology
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Approved by Cybersecurity Insurance Plans

Unit 42 is on the approved vendor panel of more than 70 major cybersecurity insurance carriers.
If you need to use Unit 42 services in connection with a cyber insurance claim, Unit 42 can honor
any applicable preferred panel rate in place with the insurance carrier. For the panel rate to apply,
just inform Unit 42 at the time of the request for service.

Under Attack?

If you think you may have been compromised or have an urgent matter, get in touch with
the Unit 42 Incident Response team at start.paloaltonetworks.com/contact-unit42.html or
call North America Toll-Free: 866.486.4842 (866.4.UNIT42), EMEA: +31.20.299.3130, UK:
+44,.20.3743.3660, APAC: +65.6983.8730, or Japan: +81.50.1790.0200.

About Unit 42

Palo Alto Networks Unit 42™ brings together world-renowned threat researchers, elite incident respond-
ers, and expert security consultants to create an intelligence-driven, response-ready organization that’s
passionate about helping you proactively manage cyber risk. Together, our team serves as your trusted
advisor to help assess and test your security controls against the right threats, transform your security
strategy with a threat-informed approach, and respond to incidents in record time so that you get back to
business faster. Visit paloaltonetworks.com/unit42 to learn more.
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